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Purpose

These Data Processing Addendum Terms are intended as a reusable template for enterprise 
embedded integrations. They summarize Styldod's standard enterprise data processing position. The 
signed commercial agreement, Data Processing Agreement, Statement of Work, or customer-specific 
terms control where applicable.

Processing Role and Instructions

For enterprise embedded integrations, the customer generally acts as controller and Styldod generally 
acts as processor with respect to personal data processed on behalf of the customer, unless otherwise 
agreed in writing. Styldod processes customer personal data only on documented instructions from the 
customer, including the agreement, Statement of Work, technical documentation, or written instructions.

Scope and Data Categories

Styldod processes customer data only as necessary to provide, operate, support, monitor, secure, and 
improve the agreed enterprise embedded service, and not for unrelated purposes. Data processed may 
include:

• Property/listing images, room photos, and exterior images selected by the user.

• User design inputs, text prompts, dropdown selections, and optional reference images.

• Generated outputs from the redesign or visualization workflow.

• Limited location data (postal/zip code) where enabled for product discovery.

• Workflow, job, and session metadata.

• Technical logs for monitoring, support, security, and service reliability.

Unless specifically agreed, Styldod does not require user name, email address, phone number, 
payment data, government ID, customer platform credentials, or other direct end-user identifiers.

Special Category Data

Styldod does not require or intentionally collect special category personal data. If such data is 
incidentally included in customer-provided content, Styldod processes it only as part of the agreed 
workflow and does not use it to identify individuals, infer sensitive characteristics, or make decisions 
about individuals.

Confidentiality and Security

• Styldod ensures that personnel authorized to process customer data are subject to 
confidentiality obligations.

• Styldod maintains technical and organizational measures to protect customer data, including 
access control, least privilege, encryption in transit (HTTPS/TLS), encryption at rest where 
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supported by cloud infrastructure, production access restrictions, logging, monitoring, and 
incident response processes.

Subprocessors and Transfers

• Styldod does not outsource core service delivery or development work to external 
subcontractors unless disclosed or agreed. Core development is handled by Styldod and 
authorized personnel within Stylstage India Private Limited, its wholly owned subsidiary.

• Styldod may use third-party infrastructure providers required to host, store, transmit, secure, 
monitor, or support the service (primarily AWS and MongoDB Atlas).

• Where customer personal data is transferred outside the EEA, UK, Switzerland, or other 
applicable region, Styldod uses appropriate contractual safeguards where required, including 
Standard Contractual Clauses (SCCs) or equivalent mechanisms.

Assistance, Deletion, and Incident Notification

• Styldod reasonably assists the customer in responding to data subject rights requests where 
relevant data is under Styldod control and the customer provides sufficient information to locate 
it.

• Upon termination or expiry of the applicable agreement, Styldod deletes or returns customer 
personal data under its control, unless retention is required by law, security, backup, dispute, or 
contractual obligations.

• Styldod notifies the customer without undue delay after becoming aware of a confirmed 
personal data breach affecting customer personal data, in accordance with the applicable 
agreement and legal requirements.

Use Restrictions

• Styldod does not use customer personal data for direct marketing unless expressly agreed in 
writing.

• Styldod does not use customer personal data or customer production data to train unrelated 
public AI models unless expressly agreed in writing.

• Styldod embedded integrations do not perform automated decision-making that produces legal 
or similarly significant effects on individuals.
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